Vyvoj trendu v oblasti kybernetické
bezpecnosti hehem Covid-19 krize
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Covid-19 krize

* bezprecedentni krize v historii EU

e restriktivni, izolaCnich opatreni napric jednotlivymi Clenskymi
staty EU - signifikantni dopad na interni bezpecCnost

e rychla reakce na vyvoj krize ze strany Uto¢nikl — adaptace MO
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Jaké faktory ovlivnily zmény?

e vysoka poptavka po urcitém zbozi (I. vina: ochranné pomdicky
a farmaceuticke produkty, Il. vina testovaci sady)

* omezeni pohybu osob napri¢c EU

* omezeni verejného zivota— presun do kyberprostoru —
omezenost reseni, konzultaci

e digitalni reseni (HO, e-Skola) x fyzicka bezpecCnost

* psychologické faktory
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Threat landscape

e Siroké spektrum kriminalnich aktivit a hrozeb vychazejicich z
moznosti vyuziti krize

* evaluace stavu na zaklade jak reaktivniho, tak proaktivniho
pristupu

* vysoky zajem o informace tykajici se Sireni viru
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Threat landscape

e socialni inzenyrstvi, phishing skrz SPAM kampanég, spear-
phishingu (BEC)

e phishingové kampané distribujici malware — AZORult,

Emotet, Nanore RAT a TrickBot prostfednictvim URL odkazl a
priloh

e alarmujici mnozstvi Gtokd na rtizné subjekty
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Aktualni hrozby v realném Case

:16 Ligue du LOL : les prud’hommes déboutent Alexandre Hervaud, licencié de « Libération »

Capcom hacked in latest cyber-attack
on game-makers

—f"'__/,] Hackers Demand $11 Million From

Capcom After Ransomware Attack

_n"'f
Chinese Hacking Group Using Fresh
DLL Side-Loading Attack

£ en | SecurityWeek |
- : New Documents Show Mueller
"The Trump vision ... opens Judea and Investigation Unable to Concoct

Samaria to academic, commercial and Friday, November 6, 2020 16:16 2 Charges Against Assange and
scientific engagement with the United o e ey Wikileaks
States. This is an important victory A group of cybercriminals that breached i

against all those who seek to the systems of Japanese video game

delegitimise everything Israeli beyond the giant Capcom is demanding $11 million

dHarfoes after deploying ransomware and

= - T : stealing vast amounts of data. Capcom,

ST:?:Z;?sfﬁgeg;:,:gj;ﬂﬁ:‘ggﬁ which has operations in the US, Europe

Justice Salim Joubran,” and East Asia, is best known for games
such as Resident Evil, Street Fighter,....
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https://media.cert.europa.eu/BigScreenMap/

RozsSireni threat attack surface: RDP (Alef 0)

RDP - Czech Republic
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Darkweb

 ekonomické a logistické restrikce:
1. pokles aktivity nékterych obchodu a trzist
2. narlst cen
3. orientace na novy druh zbozi

 predstirany prodej produktt zdravotnich a farmaceutickych
potreb (predmeét vysoké poptavky)

THC tabletky na zvySeni imunity, N95 a ochranné masky (kazuistika)
ITA, CZE, JPN, USA, CAN (uziti narodnich jazyk()
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Jiné skodlivél podvodné aktivity

* FAKE NEWS:

e Sifeni dezinformaci

e socialni sit Facebook —» dezinformace (Unmasking America for
violating)

* EXTREMISMUS:

* FRA: neonacisticky blog
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Jiné

skodlivél podvodné aktivity

PODVODNE JEDNANI:

e platformy AMAZON a eBay — detekovani faleSnych produktt
spojenych s pandemii

MEOW utoky:

* nezabezpecCené databaze (Mongo DB, Elasticsearch)
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Phishing

e prudky narust od zacatku Gnora

* informace o Covid-19 od svétové znamych organizaci (WHO)

* nestandardni podoba— informace o propusteni ze zamestnani, nakazim
Vas i Vasi rodinu, falesné seznamky

1. Spear-phishing— BEC
2. Vishing (voice phishing) - 9/ USA

snaha ziskat VPN kredencialy:
a. telefonicky - zplsob, jak obejit 2FA
b. na webech napodobujicich korporatni VPN portaly
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Phishing: statistika CSIRT.CZ

2019

2008 2009 20710 20711 2012 2013 20714 2015 2016 2017 2018 2020 sum

Sensor Networks* 4971 3924 2121 0 2380 3771 9944 13858 18435 1491 1/ 4 1659\\\83883
Phishing 65 220 209 144 159 175 368 367 363 409 518 483‘1’ 704 \“]4184
Spam 47 28 103 26 43 T3 159 108 289 121 144 1 29:\\~\ 1 88//"" 1457
Malware 53 134 121 10 20 45 117 240 104 99 135 85 95 1258
Other 1 5 13 62 14 75 102 264 182 200 58 85 82 1143
Probe 3 14 25 12 26 86 42 13 26 171 141 56 615
Trojan 66 5] 26 5 5 12 56 90 79 94 439
DOsS 2 4 2 68 T2 32 37 12 14 T 16 14 282
Botnet 3 46 5 8 15 4 71 29 20 4 2 207
Virus 84 a9 183
Portscan 10 4 1 & 1 3 2 5 G 13 16 3 25 95
Pharming 18 3 2 3 10 9 3 48
sum 244 4917 634 285 330 496 940 1160 1121 1008 1079 954 1169 9911
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FaleSné webové stranky

* napodobovani legitimni snahy informovat obCany o vyvoji krize
e vznik ,dashboardi“— pfistup k aktualnim datim

e dashboardy replikujici malware - ,mapa koronaviru*

Registrace webovych stranek

— projekt ADAM
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Vyvoj hovych forem malware

e Emotet a Trickbot - silny narlst aktivity

Top 10 malware families
Threat categories 20q 3% 0%
|

= C\,fb'ercrime 1 Emotet

= Espionage .

= Vulnerability SN 2 NjRAT

- Cyberwar SB% e 3 Mofksys

m Hacktivists ~— E

= Accidental 4 Qbot

m Sovereignty 5 UrsSnif
6 SilentNight
i Zloader
8 Agent Tesla
9 Quasar
10 TrickBot

I ot 18 § | [ of ptieanes



Ransomware

e prace na dalku— zvyseni rizika

- Informace o vakciné, informace o viadni pomoci
* tzv. dvojité vydirani:

1. Sifrovani

2. zverejnovani informaci

Encrypt data Wipedata Leak data Publicshaming Auction data

Figure 1 - Theevolution of ransomwarecoercion tactics
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SCAM

* propojeni se socialnim inzenyrstvim a phishingovymi kampanémi

e falesné darcovske kampaneé (prevence, detekovani nebo lécba
COVID-19)

e non-delivery scam: potfeba zdravotnickych pomucek, predstirany
prodej za ucelem profitu

e psychologicky faktor: zneuzivani strachu - nabidka domacich
testovacich setu
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DDo0S

e 2019 vs. 2020: narust o 350-500%
* nejsilngjSi DDoS: 2.5 Thps, Google

— Blackboard, Zoom (+ fenomén: zoombombing), Google
Classroom, Cousera, edX, Google Meet

* 5/ e-learningove platformy a dorucovani jidla
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Zaveér: doporuceni

* kontrola infrastruktury

> otevrené porty

> zalohovani a aktualizovani

e pomoc uzivatelim:

> filtrace zprav (automatizované technické nastroje)

- edukace uzivatel(l

> 2FA

> zalozeni hotline pro netypické situace/ nedostupny IT-support

> nebat se reportovat, pozadat o kontrolu, radu
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Dekuji za pozornost

Petra Raszkova ¢ petra.raszkova@nic.cz
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